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Classic	  Problem:	  Watermarking	  photos	  



•  “If	  you	  try	  to	  remove	  the	  watermark	  you	  end	  up	  damaging	  
the	  aesthe.cs	  of	  the	  image	  cropping	  out	  most	  of	  it	  rendering	  
the	  image	  useless.”	  

	  

Watermarking	  photos:	  SOLVED!	  



What	  about	  Circuits?	  	  
•  Idea:	  Use	  coffee!	  



Coffee:	  Prior	  work	  
•  Staining	  clothes	  	  	  	  	  	  Staining	  teeth	  	  	  	  	  	  	  	  	  	  Staining	  rugs	  

	  



Coffee:	  Prior	  work	  
•  Staining	  clothes	  	  	  	  	  	  Staining	  teeth	  	  	  	  	  	  	  	  	  	  Staining	  rugs	  

•  Crypto-‐complete:	  
– Renyi:	  “A	  mathema.cian	  cryptographer	  is	  a	  machine	  for	  
turning	  coffee	  into	  theorems.”	  



What	  can	  we	  hope	  to	  stain?	  
•  Can’t	  stain	  simple	  [learnable]	  circuits:	  
– Proof:	  
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•  What	  about	  complex	  [pseudorandom]	  ones?	  



Our	  Results	  
•  Theorem:	  Can	  coffee-‐stain	  any	  puncturable	  
PRF	  family	  (assuming	  IO)	  

•  Theorem:	  Can	  even	  embed	  messages	  in	  the	  
coffee-‐stain.	  

•  Theorem:	  There	  exist	  un-‐coffee-‐stainable	  PRF	  
families	  (assuming	  OWFs	  exist).	  




