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Invitation to participate 
In the open verification of the practical and efficient HIMMO scheme 

 

 
www.himmo-scheme.com  
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Polynomials 
Lattices 

Cryptanalysis  

Key establishment 

Lightweight 
“certificates” 

Lattice problems 

Practical scheme 

KPS 

What’s the HIMMO Contest about? 

NIKE 
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Some information 

Challenge # Lattice dim. 
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HIMMO1 27 

HIMMO3 252 

HIMMO5 377 

HIMMO7 527 
HIMMO9 702 

HIMMO11 902 
HIMMO13 1377 
HIMMO15 5252 
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HIMMO2 51 

HIMMO4 296 
HIMMO6 450 
HIMMO8 539 

HIMMO10 741 
HIMMO12 975 

HIMMO14 1386 
HIMMO16 5364 

 
 
 

   
 

 
 

2/April/15 
Announced NIST PQ workshop 

26/May/15 
Website online 

26/June/15 
First solution for an easy challenge 

15/August/15 
End of first phase 

 
 
 
 

31/12/15  
End of second phase 
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2/April/15 
Announced NIST PQ workshop 

26/May/15 
Website online 

26/June/15 
First solution for an easy challenge 

31/12/15  
End of second phase 

 
 

And the winner is… 

15/August/15 
End of first phase 

 
 
 
 

Moon Sung Lee;  
Seoul National University. 

31/12/15  
End of second phase 
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Participation so far…. 

 6               

Challenges downloaded ~ 20 times 
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HIMMO 
Construction based on two interpolation problems 
 
• Hiding Information (HI) problem [2]: Let 𝒇 ∈ 𝒁 𝒙  of degree at most 
𝜶, 𝒙𝒊 ∈ 𝒁 and 𝒚𝒊 = 𝒇(𝒙𝒊) 𝑵 𝒓

 for 𝟎 ≤ 𝒊 ≤ 𝒄. Given 
𝜶,𝑵, 𝒓, 𝒙𝟏, 𝒚𝟏 , … 𝒙𝒄, 𝒚𝒄  and 𝒙𝟎, find 𝒚𝟎 . 
 

Equivalent to a close lattice vector problem in a lattice of dimension 𝛼 + 1 +
𝑐. For HIMMO parameters 𝑟 = 2𝑏and 𝑁 ≈ 2 𝛼+1 𝐵+𝑏, 𝑐 must be ≳ (𝛼 +

1)(
𝛼𝐵

2𝑏
+ 1) to find a unique 𝑦0.  

 
 

• Mixing Modular Operations (MMO) problem [3]: Let 𝒎 ≥ 𝟐 and 
𝒈𝟏, … , 𝒈𝒎 ∈ 𝒁 𝒙 , all of degree at most 𝜶, let 𝒙𝒊 ∈ 𝒁 and 𝒚𝒊 =
  𝒈𝒋(𝒙𝒊) 𝒒𝒋
𝒎
𝒋=𝟏  for 𝟎 ≤ 𝒊 ≤ 𝒄 . Given 𝜶,𝒎 𝒙𝟏, 𝒚𝟏 , … , (𝒙𝒄, 𝒚𝒄) and 

𝒙𝟎, find 𝒚𝟎 .  
 

If 𝑞𝑗 known: lattice problem in dimension 𝑚(𝛼 + 1 + 𝑐), and 𝑐 must be 
≥ 𝑚 𝛼 + 1  to find a unique 𝑦0. No efficient way to reconstruct the 𝑞𝑖, 
problem considered infeasible. 
 
 
 
 

http://www.himmo-scheme.com/
http://www.himmo-scheme.com/
http://www.himmo-scheme.com/


 8                                 PHILIPS RESEARCH    www.himmo-scheme.com  
 

HIMMO 
Efficient and collusion-resistant key pre-distribution scheme 

 

• Many practical applications in industry 

• Important to have open verification of the scheme 

𝐴 𝐵 
Configuration 
parameters 

𝐴 𝐺𝐴(𝑥) 

 𝐾𝐴,𝐵 TTP TTP 𝑆𝑒𝑐𝑟𝑒𝑡  
𝑅(𝑥, 𝑦) 

 𝐾𝐵,𝐴 

𝐸 𝐾𝐴,𝐵(𝑚) 

𝐴 

1) Setup 2) Keying material extraction 3) Key establishment protocol 
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Energy efficient Real-time 

Simple operation (Quantum) Secure 

Fits device lifecycle 

Some security & operational goals & features 
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