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Review of Lightweight Crypto

High level view of the algorithms
Detailed description
Best attacks

Hardware implementation footprint (if available)

504 primitives!
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Let us know if you have new results!
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PRESENT edit]

« Aticle: PRESENT: An Uitra-Lightweight Blosk Gipher, CHES 07:4%

« Authors: A Bogdanoy, LR Knudsen. G. Leander, C. Par, A Poschmann, M.J B. Robshaw, Y. Seurin, and C. Vikkelsos ko R bbbbbibtbbsbsbsb1bA04 11044040 0AMALIL
« Target: Hardware

“This ciphar is a SPN but,intarestingly. it was not inspired by the AES. Indeed, while many SPN-based ciphers have permutation layers closs in structure to that of the AES (see LED or mCrypton),
that of PRESENT is completely diferet: it is bit orented and i rather simpl. It can be implemented in hardware using simple wiring. However, since bit-oriented permutations are not softwarefiendly,
the target of PRESENT s clearly a hardware Its Sbe ected for ts properties as wellas for its smal hardware footprint.

PRESENT is a very important design as it has baen an inspiation for many othars. For instance, its S-box has also been e-usad by GOST revisited and LED as wall as tha lightweight hash function
PHOTON. This cipher also inspired the design of o lightweight hash functions: DI-PRESENT and SPONGENT.
While only PRESENT-80 is described in the body of the CHES 07 article'*%, PRESENT-128 and its modified key-schadue are described in the appendix. This cipher has been standardized and is part
ofthe 1S0-29192179 with CLEFIA
PRIDE
« Aticle: Blook Ciphers — Foous On the Linear Layer (feat. PRIDE), CRYPTO'140]
« Authors: Martin R. Albrecht, Benecikt Driessen. Eif Bige Kawn, Gregor Leander, Chiistof Paar and Tolga Yalcin
« Target: Sofware

edt]

PRIDE is the output ofresearch focusing on the design of the inear layer in Substitution-Permutation Networks. Its main target is 8-bt micro-controllrs. Specificall, the compater assisted search for components of
the yer was optimized to per which can o using the AVR instruction set

o limit the overhead impliad by the implementation of both encryption and decryption, ts S-Box is an involution. The key-schedule is very simiar to that of PRINCE: the mastar ky is split in two halves, the fst being
used ‘and the second being used XOR-ed in the intemal state at every round. Howerer, unlie in PRINCE, the
Subkeys are not derived by ¥ORng round constants but by adding round constants on some bytes using a regular addition modulo 256.

PRINCE

« Aticle: PRINCE - A . ASIACRYPT 12161

« Authors: Julia Borghoff, Anne Canteaut, Tim Guneysu, Elf Bilge Kawn, Miroslay Knezec , Lars R. Knudsen, Gregor Leander, Ventzislav Nikoy, Chiistof Paar, Chrstian Rechberger, Peter Rombouts, Soren'S.
Thomsen, and Tolga Yacin

« Target: Hardware (low latency)

The round functon of FROE. El

‘The main aim of the dasign of PRINCE is low latency.

T .t o e 1 oy e i B T2 maa o s soed s iy s e s S sl el s g
encryption. To make the rounds behave diferently rom one another, diferent constants are xored i the interal st und. These canstants RC, (=0, . 1) are such that
RC,8RC1;.=a where a is a constant derived from 1. Ths proparty, combined with the fact that the first & rounds are the inverse. ko i dacryption aigorthm for
Key ks identical to an encrypton with key ke This propsty is refered to as “a-refexity’

The authors challenge the symmetic cryptography community @ to attack (rounds-reduced versions of this cipher and offer diferent rewards for “practical” attacks.

Rectangle el LN & AC
« Aticle: RECTANGLE: 4 Bitslice UltraLightweight Block Cipher Sutable for Multple Platforms, epiint iact ogl*® The PRICE o aortom &
« Authors: Wentao Zhang, Zhenzhen Bao, Dongda Lin, Vincent Rimen, Bohan Yang, Ingrid Verbauvhede

« Targat: Hardwars and sofvare

16bits

Rectangle is a substitution permutation network. s state is represented s a 4=16 matix. The non-inear layer consists i the paralll application of @ -bit S-Box on the columns of the state and the finear layer consists simply in
applying a fixad rotation by a dferent amaunt on each rou: The key-schecule operates similary by storing the key in a matrix which is updated in a similar fashion excapt that the S-Bosx is only applied on the fist column.

x
Feistel Networks sl B << 1
3| << 12
Two Branched fedi] <k 13
Inthis categoy,we put al the Feiselnetworks operatng on blocks of size 2nfor which the Feistlfnction maps  bis ton it
e ouna fncon of Rt &
DESLX oy | e kot s

« Aticle: New Lightweight DES Variants, FSE 071121
« Authors: Gregor Leander, Chiistof Paar, Axel Poschmann, and Kai Schramm
« Target: Hardware



Benchmarking Framework

FELICS - Fair Evaluation of Lightweight Cryptographic Systems

open-source software benchmarking framework
3 different platforms (8-bit AVR, 16-bit MSP, 32-bit ARM)
3 different metrics: execution time, RAM, code size

different usage scenarios

100+ different implementations of block and stream ciphers!
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3 different metrics: execution time, RAM, code size

different usage scenarios

100+ different implementations of block and stream ciphers!

Contributions are welcome!
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Results for scenario 1 - I: Encryption + Decryptlon llncludlng key schedule). Encrypt 128 bytes of dala using CBC mode. For each cipher,

an op p ion on each archi e is sel
AVR MSP ARM
Cipher ¢ Code [B] # RAM [B] # Time [cyc.] # |Code [B] # RAM [B] # Time [cyc.] ¢4 Code [B] # RAM [B] # |Time [cyc.] #+ FOM #
Speck |1644 305 69612 1342 300 93239 792 356 19528 46
Chaskey 6356 261 102197 7014 245 37382 1776 276 5558 6.1
Simon | 2304 380 82085 9398 394 162012 896 428 24019 8.1
AES |4356 434 50085 3444 412 84070 3928 500 70905 10.5
Fantomas 5892 267 11677 4164 234 57430 4620 324 70197 10.6
RC5 |4574 378 252147 1952 378 452894 1144 432 32903 1.2
Robin |4944 27 146149 3170 238 76878 3684 320 92132 14
LBlock |3104 336 207550 2024 328 313348 2208 598 140585 16.1
HIGHT | 2624 47 166480 2370 340 363829 2196 416 173762 18.1
PRINCE 5358 374 243396 4174 240 405552 4304 548 202445 226
PRESENT | 2840 458 245853 2230 454 201885 2528 526 270603 235
TWINE |4236 646 297265 3796 564 393320 2464 506 265574 25T
Piccolo | 2672 324 407890 1824 318 349423 1604 430 291401 26.0

LED |5156 574 2221555 7004 252 2505640 3640 678 585216 76.3



Implementation Competition

Win Luxembourgish Chocolate/Beer!
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Triathlon Competition

How do | win?
What to submit? Implementations (assembly/C) of published lightweight
block ciphers
What targets? AVR, MSP, ARM
Scores Get points based on the implementation performance figures

Who gets a prize? First 3 players/teams and first 3 implementations
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https://www.cryptolux.org/index.php/FELICS_Triathlon
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What to submit? Implementations (assembly/C) of published lightweight
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Scores Get points based on the implementation performance figures

Who gets a prize? First 3 players/teams and first 3 implementations

First Deadline: September 6, 2015 (before CHES 2015)
Website: https://www.cryptolux.org/index.php/FELICS_Triathlon
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Conclusion

1l Click on this link ||

https://www.cryptolux.org/index.php/Lightweight_Cryptography

11 Click on this link 1
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